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CONFIDENTIAL SAN SALVADOR 3978 

PANAMA FOR RSS AND RSO SANFORD 

EO 11652: GDS 
TAGS: PINT, PINS, ES 

SUBJ : VICE PRESIDENT EXPRESSES CONCERN REGARDING EMBASSY SECURITY 

1 . VICE PRESIDENT JULIO ASTACIO REQUEST THAT I VISIT HIM AT 
HIS OFFICE MONDAY MORNING (AUG 22). ASTACIO TOLD ME THAT 
PRESIDENT ROMERO HAD REQUESTED ON SATURDAY, AUGUST 20 (BEFORE 
SUNDAY BOMBINGS) THAT HE CONFIDENTIALLY INFORM ME OF GOES CONCERN 
FOR SECURITY OF EMBASSY GROUNDS AND PERSONNEL DURING PERIOD OF 
VISIT OF KING OF SPAIN TO EL SALVADOR SEPTEMBER 16. ASTACIO 
NOTED THAT RECENT ACTIVITIES OF TERRORIST GROUPS CAUSED CONCERN 
TO GOES AND THAT TERRORISTS COULD WELL PUT FORTH MAJOR EFFORT 
TO TAKE ADVANTAGE OF KING'S VISIT TO EMBARRASS GOES AND 
CAUSE CHAOS. HE STATED THAT ONE POSSIBILITY WOULD BE DIRECT 
ACTION AGAINST KING AND HIS PARTY, BUT THIS WAS NOT OF GREAT 
CONCERN IN VIEW EXTENSIVE SECURITY PRECAUTIONS PLANNED DIRECTLY 
FOR KING AND PARTY. HOWEVER, AN ALTERNATIVE TACTIC COULD 
BE ATTACK AGAINST DIPLOMATIC INSTALLATION OR PERSONNEL. THE 
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LATTER COURSE WOULD BE AN EFFORT TO OBTAIN PUBLICITY WHICH WOULD 
DOWNPLAY OR EVEN OVERSHADOW VISIT OF KING TO EL SALVADOR. 

HE SAID SPANIARDS WERE PLANNING RADIO BROADCASTS THROUGHOUT 
ENTIRE SPANISH-SPEAKING WORLD COVERING KING'S VISIT UTILIZING 
SATELLITES AND PRE-EMPTING MOST OTHER BROADCASTS AT THE TIME. 

HE CONSIDERED THE VISIT A MAJOR HISPANIDAD EFFORT THROUGH 
WHICH SPAIN (ACCORDING FOREIGN MINISTER IN ANOTHER CONVERSA- 
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TION) WOULD TRY TO TAKE ADVANTAGE OF CURRENT STATE OF US-LATIN 
AMERICAN RELATIONS OFFERING TO FILL GAPS SUCH AS THAT 
RESULTING FROM TERMINATION US MILITARY TRAINING. 

2. 1 ASKED WHETHER OTHER EMBASSIES ALSO ADVISED. ASTACIO 
STATED THAT THIS PRECAUTIONARY WARNING WAS BEING GIVEN 
ONLY TO 

US EMBASSY SINCE GOES FELT WE WOULD BE MOST LIKELY TARGET, 

AND DID NOT WANT TO ALARM ENTIRE DIPLOMATIC COMMUNITY. HE 
EMPHASIZED PRESIDENT ROMERO HAD NO SPECIFIC INTELLIGENCE ON 
WHICH TO BASE CONCERN, ONLY INTUITION. THIS INTUITION WAS BASED 
IN PART OF PERCEPTION OF COMPETITION OR CONFLICT BETWEEN 
SPANISH EFFORTS TO PROMOTE HISPANIDAD AND STRENGTH OF US 
INFLUENCE IN LATIN AMERICA, WHICH THEY BELIEVED SUBVERSIVE 
ELEMENTS, SOMEHOW OR OTHER, COULD USE FOR THEIR ENDS. I 
THANKED HIM AND SAID AFTER BOMBINGS SUNDAY AM I HAD ALREADY 
MET WITH STAFF TO DISCUSS EMBASSY'S SECURITY SITUATION. IN 
ANSWER TO MY QUESTION HE SAID WE COULD COUNT ON SUPPORT NATIONAL 
POLICE IF ADDITIONAL PROTECTION NEEDED. 

LUBENSKY 


CONFIDENTIAL 


NNN 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


Message Attributes 


Automatic Decaptioning: X 
Capture Date: 01 -Jan-1 994 12:00:00 am 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 

Concepts: SECURITY, DIPLOMATIC DISCUSSIONS, EMBASSIES 

Control Number: n/a 
Copy: SINGLE 

Sent Date: 24-Aug-1977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977SANSA03978 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Expiration: 

Film Number: D770306-1279 

Format: TEL 

From: SAN SALVADOR 

Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t19770828/aaaaaxme.tel 

Line Count: 82 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 

Message ID: 592a1054-c288-dd11-92da-001cc4696bcc 

Office: ACTION ARA 

Original Classification: CONFIDENTIAL 

Original Handling Restrictions: n/a 

Original Previous Classification: n/a 

Original Previous Handling Restrictions: n/a 

Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 26-Jan-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 1499687 
Secure: OPEN 
Status: NATIVE 

Subject: VICE PRESIDENT EXPRESSES CONCERN REGARDING EMBASSY SECURITY 
TAGS: PINT, PINS, ES, US, (ASTACIO, JULIO) 

To: STATE 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/592a1054-c288-dd11-92da-001cc4696bcc 
Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
22 May 2009 

Markings: Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 



